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OCHOBHBIE CPEJICTBA 3AIIATHI MOJACTAHIIMA OT MU SAB:
KPATKOE PYKOBOACTBO

B. U. I'ypeBuu
enTpanbHas dJjieKTpuYeckasn Jadoparopus. U3paunnb

Pestome: 3awuma co8pemMeHH020  6bICOKOUYECBUMETbHOZO BNEKMPOHHO20 000pYO0SAaHUs,
WUPOKO NPUMEHAEMO20 6 3NeKMpodHepeemuKe (MUKPONPOYeccopHvle YCMpoucmea penetiHou
3qWumyl, ABMOMAMUKY U TeTeMEeXAHUKU, MUKDONPOYECCOPHble YCMPOUCMEA MOHUMOPUHSA,
cea3uU, nepedauyu OAHHBLIX U M.N.), a4 mMaKdxdce U CUN08020 000pyOosanus (Hanpumep,
mpancoopmamopos) om 1eKMpOMASHUIMHOZO UMNYIbCA 8bICOMHO20 A0epHo20 83pvisa (DMHU
AB) — saensemcsa 6adxchou u akmyaibHou 3adauetl. Llenvro Oanuoli nybaukayuu aeisiemcs
UHGOpMUpOBaHUEe  CNeYUANUCTOB-IHEPLEMUKOS O  CYWECTNBVIOWUX Ce200HS  BO3MONCHOCAX
3awumuvl 060PYO08aAHUS NOOCIMAHYUL 8 OYeHb NPOCMOU ULTIOCIPAMUSHOU (popme ¢ MUHUMYMOM
MeKCma u MaKCuMym WoCmpayuil.

BASIC HEMP PROTECTION MEANS FOR A POWER SUBSTATION:
A QUICK GUIDE

V. I. Gurevich
Central Electric Laboratory Israel Electric Corp.

Abstract: Protection of modern sensitive electronics used in power systems (Digital Protective
Relays - DPR, control devices and microprocessor-based communication equipment, etc.) against
High Altitude Electromagnetic Pulse (HEMP), and also protection of power transformers, is a
vital task for today's world. The purpose of this article is to inform civilian specialists in power
engineering, in a very simple, short, but illustrative form, about the means of protection of power
substations which are now available for use.

BBeaenue

3amuTa 3JMEKTPOHHOTO M CHJIOBOTO OOOpYJOBaHMS COBPEMEHHBIX IOJCTAHIHH OT
paspyuTessHoro Bozaericteusg OMMU B — nocratouHo cioXkHas 3aj1adya Jaxe Mpu COBPEMEHHOM
YPOBHE pa3BUTHs TEXHHKH M TexHoJoruil. OHaKo, OCHOBHBIE METOJBI M CPE/ICTBA 3alUTHl yXKe
naBHO paspaboransl [1]. Ilpobnema 3akiro4aeTcss B OTCYTCTBHHM JOCTYIMHOIO AJsl JIFOGOTO
CHEUAINCTa B 00JIACTH 3JEKTPO3HEPTETHKH IIPOCTOrO, HO 00OOMIAIONIEro ONMUCAHUS OCHOBHBIX
METOJIOB M CPEJCTB 3aIUTHI, KOTOPBII MO3BOMIMII ObI CO3/1aTh YETKOE NPEJCTAaBIEHHE O ITyTIX
penieHust TpodsieMbl 6e3 He0OX0IMMOCTH OUCKa MH(POPMAIIMM B MHOTOYHCIIEHHBIX HCTOYHHKAX,
He Bcerja JIOCTYIHBIX M YacTO HaNMCAaHHBIX /IS clielHanucToB B obmactu OMMU SIB, a He mns
CIELHUAINCTOB B O0JIaCTH 3JIEKTPOIHEPreTHKH. JlOTMOJHHUTENHHOW IpoOIeMON  sIBIIsieTCS
CYLIECTBEHHOE OTJIMYME METOAOB M CPEJCTB 3alIUThl BHOBb MPOEKTUPYEMBIX MOACTAHIMN U yXKe
CYIIECTBYIOIMX, 4YTO BHOCHT JONOJHUTENbHYIO IYTaHUIy M elle OoJibllie 3aTpynHseT
NPaKTHYECKOE HCIIOIb30BaHWE H3BECTHBIX METOJOB 3aluThl.  Hipke mpuBeneHsl 06a30BbIe
CBEJICHUS O TAaKUX METOJAX 3allUThl OTJAEIBHO JUI1 IPOEKTHUPYEMBIX MOACTAHUMNA M Ui
CYLIECTBYIOIUX MOACTaHUMI. [l yImpolieHus: BOCOPUATHS MaTepuana, OH MPEeACTaBlIeH B BUIE
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KpPAaTKUX KOMMCHTApUeB U OOJIBLIOTO KOJIMYECTBA HHHIOCTpaHHﬁ, JarommnX BO3MOXHOCTb
cricruajnucTaM Jiyulue npeaACTaBUTh TC CPEACTBA 3allIUThI, O KOTOPBIX UACT PCUb.

Introduction

Protection of the electronic and power equipment of modern substations against destructive
impacts of High Altitude Electromagnetic Pulse (HEMP)- is a challenge in itself, even at a modern
level of development of protection technologies. The basic methods and means of such protection
have already been developed for a long time.During this time many tens of detailed scientific
reports and standards presenting this phenomenon and measures of protection from it have been
published. Nevertheless, for the last several decades, one country of the world has not undertaken
any practical measures regarding protection of national infrastructures against HEMP. Why?
Obviously, because most such publications are written as scientific reports and scientific articles
for the specialist in the HEMP field, or contrariwise, as very popular articles intended for laymen.

It is very difficult for the practical specialist of power engineering toperceive andto use
technical information presented in such forms.

An additional problem is the difference of essential methods and means of protection of
new designed substations and those for already existing substations. This creates even more
complications in the practical use of known methods of protection.

Below is a table of the basic data of protection methods presented separately for new
designed substations and for existing substations. For simplification of perception of the material,
the table is presented in the form of graphical figures equipped by brief comments enabling
technical specialists and managers to clearly understandthe protection means.

The described methods are common methods which are applicable for all kinds of
electronic equipment and power transformers. However, it must be taken into consideration that
not all electronic devices need to be protected, only the critical equipment which is placed on
critical sites [1]. Such critical equipment and critical sites must be initially determined by the
technical personnel.

Cpenctsa 3anutsl oT OMU B 11t npoekTUpyeMBbIX U IJ1s1 AEHCTBYIOIINX MOACTAHIIUN
Hemp protection means for new designed and existing substations

YACTUYHAS 3AIINUTA I
MMOJIHASL 3AH12”(1‘)1;[ é[’%]le-[[Il;?];KTHPYEMHX JENCTBYIOLINX ITOICTAHIHI
FULL PROTECTION FOR NEW DESIGNED PART PROE%J%?‘I?A'\']I'IIZSI\IIQ EXISTING
SUBSTATION
CriennasipHble COOPY)XEHHs M HoMelleHus ocoboit | CrenuanbHble cpencTBa 3aIIHTHI,
KOHCTPYKIIMHM, W3  CHELMAJIbHBIX  CTPOMTENBHBIX | MPELyCMOTPEHHBIC TS MOHTaXa B
MaTepuasIoB WM U3 JIMCTOBOIO METAJlIa, 3aIllMIIAONINE | CYIIECTBYIOIIMX  3[JaHMSAX W MOMEIICHHSX:
BHYTpEHHEE obopyznoBaHue oT OMU B, | meramumveckue (amroMHHMIA, MeJb)
npexycMaTpUBacMble Ha CTaJMU TPOSKTHPOBAHUS. OOJIMIIOBOYHBIC MaHENH, JJIEKTPOIPOBOISIINE

TKaHW, KOBDBI, 3aHABECKH, IUICHKH, 000U st
CTEH, AJIEKTPONIPOBOHBIE KPACKHU U JIAKH.

Special HEMP protected buildings and control rooms
with HEMP resilience requirements at initial project
stage.

Special protection means for existing buildings
and control rooms: metal facing panels,
conductive fabric, shielding curtains, carpets,
cloth, conducive films and wall paint, stainless
steel mesh.
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CONTROL CABINETS FOR EL

MOHTAKHBIE IIKA®bI JI51 3JJEKTPOHHOM ATIMAPATYPHI [1]
ECTRONIC EQUIPMENT

CrenmanbHple  mKadpl, NpeaiIaraeéMble Ha  PBIHKE,

BEITIOJIHEHHBIE U3 crenpanpHoro cmmasa (Alyzinc®),
CHaOXXEHHbIE  CIENHAIBHBIMH  BEHTHJILMOHHBIMU
¢wibTpamMH, NPOKITAIKAMUA W3  DIICKTPOIPOBOIHOM

PE3UHBI U T.A.

Specially designed control cabinets manufactured using
a special alloy (Alyzinc®), with enhanced protection
from HEMP fitted with special mesh, lined with an
gasket,

electrically  conductive  rubber shielded

ventilation windows, etc.

CrienanbHBIE CPEICTBA 3ALIUTHI CYMIECTBYIOMINX

mkaghoB co CTEKIITHHBIMHU JIBEPSIMU:
JIEKTPONPOBOSIIHEIIICHKH TUTSt CTEKOJI,
JIEKTPOIIPOBOIHBIE CTeKJIa, CMa3KHy,
HaNOJIHEHHBIE TIOPOIIKOM cepebpa, CIpau ¢
JNIEKTPOTPOBOIHBIMHE JaKaMH, JNEKTPO-
MPOBOJAHBIE CETKH, TYOKH U TKaHH IS

YIUIOTHCHUA KaOeIbHbBIX BBOJOB.

Special means for HEMP protection for existing
control cabinets with glass doors (conductive
sponge, film, electrically conductive glass,
conductive grease, shielding spray, shielding
gaskets).
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POJIBHBIE KABEJIN [1]

SCREENED CONTROL CABLES
CriennasibHble KOHTpOJIbHBIE Kabenmw, cocrosmme u3 | JlomonnurenbHbie I1-00pasHble MeTalIMueCKHe
Habopa BHUTHIX Hap C HMHIMBUIYaJbHBIMH OKpPaHAMH, | KpaHbl B IMPOTSDKEHHBIX BHEIIHUX KaOeNbHBIX
MOKPBITBIMH OOIIMM MHOTOCJIOIHBIM 3KpaHOM ((osbra | JOTKax. DKpaHUPYIOMIUe 000J0UKH C 3aCTEKKON
U OIUIETKA) ¢ KO (HIMEHTOM 3allOJIHEHHs HEe MEHee | THIA «MOJHUS JUIs HedKPaHHPOBAHHBIX Kaberei
85%. IlonHOCTBIO MeTan4ecKre KabenbHbIe JTOTKH.

Special control cableswith multilayer screen, intended AdditionalTl-shaped metal shield in the long
for protection against HEMP, special screened cable external cable trays, zip-closing screening sleeves
trays. and jackets for single interior cables.
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®WIbTPHI [1]
FILTERS

Cnemunansusle LC —uibTpel, mpexHa3HaueHHBIE JUIS
samtel or OMMU SIB neneit ymnpaeneHus, CBA3H,
EKTPOIUTAHHUS, npe/iaracMble MHOTUMU
KOMITaHUSIMH.

Special HEMP LC-filters inserted in inputs and outputs
of control cabinets, communication and control circuits,

®deppuTOBEIE  KOJbBIA, YCTaHABIMBAacMbIE Ha
kabenn 0Oe3 HEOOXOOMMOCTH HX pa3pe3aHus.
HaGop u3 3 koner JgommkeH ObITh MogoOpaH B
COOTBETCTBHH c pEeKOMEeHAAUAMHU [1].
Crangaprtabie GuibTpsl SMU B nomkHb OBITH
WCTIONB30BAaHBl  JIMIIb JUIA  3aIIUTHEl  0C000
OTBETCTBEHHOM ®  0c000  UyBCTBHUTENHHOM
anmapaTypel.

Ferrite bead that are not necessary for cables
cutting. The set of 3 beads must be tested and
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power supply circuits. completed according to [1]. HEMP LC-filters
might be necessary only for some kind of very
sensitive communication equipment.

N9918A
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YCTPOMCTBA 3AILIUTHI OT AMITIYJIbCHBIX IIEPEHAIIPSIKEHUI[1]
SURGE PROTECTIVE DEVICES
BrictpogeiicTByrome ycTpoiicTBa 3alMTBl OT HMMIYJIbCHBIX MEpEHANPSKEHUH (OKCHAHO-IIUHKOBBIC
BapHCTOPBI I KOMOMHUPOBAHHBIC YCTPONCTBA) JOJDKHBI ObITh YCTAHOBIICHBI B LIETSAX YIPABICHUS U LICTAX
MUTaHUsA. MHOTHE THIBI BBITYCKAIOTCSA B IIACTMACCOBBIX KOPIyCax, MpeIHa3HAYeHHbIX I yCTAHOBKU Ha

crannaptHoii DIN-peiike. Jly4mmii BapyaHT: MOIIHBIE CyIpeccopbl Ha OocHOBe TVS-1n0omo0B, obiagaroiine
60JBIIMM OBICTPOICHCTBHEM, YEM BAPHUCTOPHI.

Fast surge protective devices (metal-oxide varistors or combined devices) must be added to all power AC and
DC circuits and also to control circuits. Best choice — protection devices based on very fast power TVS-
diodes.

MOLLHBIE OKCUAHO-LIMHKOBBIE BAPUCTOPHI

MOLLHBIE CYMPECCOPbI HA BA3E TVS-A1O[10B
10 kA, 430V

PTVS10-430C AK10-430C
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3A3EMJIEHME [2, 3]
GROUNDING

Hpez[naraeMaﬂ CUCTEMa 3a3€MJICHUSA. «CIICUAIbHAsA IJIaBarolas 3EMJIs

[~

1 — merammyueckue mKadpl ¢ 3JIEKTPOHHOH amnmapaTypoil; 2 — 3J1eKTPOHHbIC TIPUOOPHI, YCTAHOBJICHHbIC B
mkady; 3 — MemHas MIMHA, 00pa3yromas W30JMPOBAHHYIO JIOKAJIBHYIO OOJacTh OOIIEro MOTeHIHANa
(mMectHas 3emis); 4 — wm3onATophl; 5 — Kokyx-3kpaH; 6 (L) — npoccens; 7 (S) — pyOWIBHHK ¢
3NIEKTPOOIOKUPOBKO# iBepu miKkada; 8 (R) — BHICOKOBOJIBTHBINA BHICOKOMEraOMHBIH pe3uctop; G — cucrema
3a3eMJICHUS SHEPIeTHYECKOr0 00BEKTa

BricokodacToTHBIE Ipoccenu PYOHIBHUKH C

3NEKTPOOIOKUPOBKOH
nBepu mikada
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3a3eMyIeHHE SKPaHOB KOHTPOJIFHBIX Kabenei

L

— al

Grounding methodmust provide normal functioning of all kinds of sensitive equipment atthe substation
before, during and after HEMP, and also electrical safety of personnel in the normal ordinary regime.
Addition means: “Paradoxical grounding” (inserting addition high-frequency chokes in grounding circuit) or
disconnecting grounding.

RELAY CABINET 1 RELAY CABINET 2

DPR1 DPR2 DPR3 DPR4 DPR5 DPRG6

I |
® l l ® [ [}

EQUIPOTENTIAL PLANE EQUIPOTENTIAL PLANE

GROUND GRID

POTENTIAL EQUALIZATION BUS

SITE EARTH SYSTEM

high-frequency chokes
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Limit switches for replacement a
permanent grounding with connective
grounding

PE3EPBHBIE HCTOYHUKU ITUTAHUA [1]
RESERVE POWER SUPPLIES
PesepBHBIC HMCTOYHUKM THTaHHSA UII MHKpPONPOLECCOPHBIX YCTPOMCTB perneliHoN 3amutel (MYP3) u
OTKITIIOYAIOIINX KAaTyIIEK BBIKIIOYATEIeH, OCHOBaHHBIE Ha 3aIIMINEHHBIX oT OMU SIB HakomuTenbHBIX
KoHJieHcaTopaX. [103BOJISIIOT MPOM3BECTH KaK MUHUMYM OJIHY OIEPALMI0 OTKIIOUEHHUS WM BKIIOYEHUS

BeikmoYaTesiCB mo xomanme MYP3 06e3 akkyMynaTOpHBIX Oarapeil M 3apsIHBIX YCTPOWCTB HITH
HCTOYHUKOB OecriepeOOiHOTO TUTaHHUS.

Reserve power suppliesbased on HEMP protected and shielded accumulating capacitors for digital protective
relays (DPR) feeding, for controls of circuit breakers (CB), provided single operation as minimum without
substation batteries, chargers and UPS.

MYP3
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XPAHEHME 3AITACHBIX MOJAYJIEH DJIEKTPOHHOM ATIIAPATYPBI [1]
SPARE PARTS

3amacHple MOAYIH 3JICKTPOHHOHU anmapatypsl (Hampumep, MYP3) nomKkHBI XpaHUTBCS B HEITOCPEICTBEHHOM
OIM30CTH OT KPUTHYECKH BaXKHBIX MYP3 Ha KpUTHYECKM BaXHBIX OOBEKTaX B IaKeTaX C HAIBUICHHBIM
TIOMUHHEM, a TAKEThl — B 3aKPbITHIX ATIOMHHHEBBIX SIIMKaX C TOJIIIMHOHW CTEHKH He MeHee 5 MM. Moxynu
JIOJDKHBI OBITH TIOJIHOCTBIO TOTOBBIMH K padoTe (T.€. IPOTECTHPOBAHHBIMH M HACTPOSHHBIMH).

Electronic equipment replacement modules (tested, fully adjusted and with actual setting) in HEMP protected
aluminum boxes.
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Konnenmmsa 3amutel cunoBoro Tpancdopmatopa oT kommoHeHta E3 OMMU SIB mpemycmarpuBaer ero
OTKITFOUCHHE TIpU OOHAPYKCHUM ITOCTOSIHHOW COCTaBISIONICH Toka Ooyiee 10 A B Iemu ero HeHTpamu c
TOMOIIBIO CIIEHUAIBHOTO, 3amuiieHHoro or OMU SB pere.

Disconnection of power transformer at increasing of DC component in the neutral more than 10 A by means

of special HEMP protected relay.
Snempmqecm

) 1 WHayLupoBaHHbld Tok B 1IN 1 _
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Perne, 3amumennoe or OMU B
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ELECTRICAL CURRENT IN THE IONOSPHERE

INDUCED CURRENT IN HV AERIAL TRANSMISSIION LINE

T1 T2

T R

T - EARTH CURRENT 7 1 )L

b) ©

HEMP protected relay

choice placed in this book

Protection of Substation
Critical Equipment
Against Intentional

Electromagnetic Threats
WILEY

All details and addition information regarding of described means and its correct
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